Inaugural Security Program at Internet2 by Howell, Paul
1Welcome to the CCoE Webinar Series. Our topic today is 
Inaugural Security Program at Internet2 with Paul Howell. Our 
host is Jeannette Dopheide. 
The meeting will begin shortly. Participants are muted. You 
may type questions into the chat box during the presentation.  
This meeting will be recorded.
The CTSC Webinar Series is supported by National Science Foundation grant #1547272.
The views and conclusions contained herein are those of the authors and should not be interpreted as necessarily 
representing the official policies or endorsements, either expressed or implied, of the NSF. 
http://hdl.handle.net/2022/21634
© 2015 Internet2
[ 1 ]
INAUGURAL SECURITY PROGRAM AT INTERNET2
Paul Howell
Chief Cyberinfrastructure Security Officer
phowell@internet2.edu
[ 2 ]
FORMATION OF NETWORK SECURITY PROGRAM
• In 2013, Internet2 leadership and its board of trustees were concerned by the 
increasing sophistication of attacks
• Internet2 did not have a security program in place designed to defend the national 
R&E network from attack
• Many NRENs have not put security programs in place, although their members had
• In early 2014, Internet2 created the role of Chief Cyberinfrastructure Security officer to 
develop and lead a security program that would protect the national R&E network and 
its members 
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NETWORK SECURITY MISSION, APPROACH,  AND TEAM
• Mission
– The security team supports the mission of Internet2 by assuring the availability, integrity and 
appropriate confidentiality of the national research and education network infrastructure, 
operational support systems, and the information carried, ensuring its safe and resilient use by 
our members.
• Approach
– Enable Internet2 leadership to proactively mitigate security risks that jeopardize the Internet2 
network
– Working together with connectors/regionals and members to collectively protect the National 
Research and Education Networks 
• Team Members
– Karl Newell, Ryan Nobrega, Grover Browning
[ 4 ]
COMPREHENSIVE SECURITY PROGRAM
Policy Definition	of	the	responsibilities	in	safeguarding	Internet2	information	
assets	and	development	of	common	processes	for	asset	protection	and	
to	ensure	compliance	with	applicable	regulations	and	obligations
Risk	Management Identification	of	sensitive	and	critical	institutional	information	assets	
(data,	systems,	computers,	networks),	assessment	of	their	vulnerabilities	
and	security	risks,	and	implementation	of	appropriate	risk	mitigation	
strategies
Incident	Management Policies,	procedures,	and	standards	for	security	incident	response	and	
mitigation, and	responding	to	law	enforcement	requests
Technical	Security Providing	a	wide	range	of	electronic	and	physical	safeguards	to	mitigate	
security	risks	such	as	vulnerability	scanning, protection	of	routing	
protocols,	encryption,	multi-factor	authentication,	firewalls,	network-
based	attack	recognition,	and	penetration	testing
Education	and	
Awareness
Education	and	awareness	of	the	security	practices	based	on	individual	
roles
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RISK MANAGEMENT
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BENEFITS OF RISK MANAGEMENT
• Ensure that senior leaders/executives recognize the importance of managing security risk and 
managing such risk 
• Foster an organizational climate where security risk is considered within the context of the design 
of mission/business processes, the definition of an overarching enterprise architecture, and system 
development life cycle processes 
• Risk assessments are required for certain regulatory compliance (e.g., HIPAA, many federal 
contracts) and for contractual compliance 
• Operating in the most effective and cost efficient manner with a known and acceptable level of risk 
• Reducing the likelihood and cost of serious IT security incidents 
• Efficiently mitigate the highest risks rather than applying limited resources to all possible risks 
• Moving to a proactive security posture vs. a reactive process 
• Identifying key performance indicators that show the value of improvements to the security posture 
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SECURITY RISK ASSESSMENT APPROACH
1. Gathered information
– NIST SP 800-53 Security & Privacy Controls – Moderate (268 questions)
– Technical interviews of engineers
– Reviewed logs, policies, configurations, visited COLO, Internet2 and Level3 NOCs
2. Identified threats and vulnerabilities
3. Analyzed risks and proposed corrective actions
4. Presented findings to leadership for decisions
5. Began implementation of improvements
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BASELINE SECURITY RISK ASSESSMENT FINDINGS
• Completed in February 2015
– Examined Internet2 network and Network Operations Center
• Initial risk assessments often reveal a number of gaps
– Absence of a planned security program leads to an inconsistent security posture
• Assessment results revealed that the Internet2 network was at considerable risk from 
a targeted attack
• Work began in May 2015 on short-term improvements to policy, processes, and 
technical countermeasures with completion slated for end of 2016, and longer-term 
improvements completed planned for the end of 2018
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IMPROVEMENTS
• Short-term recommendations focused on the network infrastructure and NOC systems 
to improve hardening and increased resistance to increasingly sophisticated threats
• Long-term recommendations were made to provide subsequent actions to enhance 
and sustain the establishment of a security program 
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SHORT TERM IMPROVEMENTS
• Reduced the number of staff from 100 to 28 that have administrative privileges to 
network systems (routers/switches/controllers)
• Improved user authentication by using two-factor authentication on the network 
systems (routers/ switches/controllers)
• Removed operationally sensitive information (e.g., IP addresses of AuthN servers) 
from public view
• Designed an out-of-band secure management network
• Dedicated security team formed
• Developed security operations capabilities including security log analysis
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SHORT TERM IMPROVEMENTS CONTINUED
• Developed quarterly procedure to review ACLs for in-band management and removed 
over half of stale entries during the first review
• Credentialed scanning of NOC servers and core packet forwarding systems (i.e., 
routers and switches) 
• Consistent ticketing of DDoS events as security
• ARP spoof monitoring in public exchanges
• Incident response procedure implemented
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LONG TERM IMPROVEMENTS
• Security awareness education for staff based on SANS Securing the Human
• Periodic security assessments performed
• Implementation of out-of-band secure management network
• Promote adoption of improved routing security methods (e.g., GTSM, RPKI, BCP38)
• Improve physical security at Co-Location sites
• DDoS mitigation (strategy at http://www.internet2.edu/blogs/detail/12234)
– Commercial scrubbing services
– Flowspec
– RTBH
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xntpd[21521]: sendto(<Target IP>): No route to host
xntpd[21521]: too many recvbufs allocated (40)
NTP REFLECTION DOS ATTACK FROM A MISCONFIGURED ROUTER
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MIRAI PORT SCANNING SCANNING
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INTERNET2 VOLUMETRIC DDOS SCRUBBING SERVICE
• Internet2 is providing a cloud-based Volumetric 
Distributed Denial of Service (DDoS) scrubbing Service 
from Zenedge
• Subscribers to the service will be able to direct attack 
traffic to the DDoS Mitigation Service provider,  and carry 
the clean traffic back to them via their existing Internet2 
connection.
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INTERNET2 VOLUMETRIC DDOS SCRUBBING SERVICE
• Provides coverage for commodity traffic and R&E traffic
– IPv4 and IPv6
– Coverage of unlimited assets/IP addresses
• Traffic is returned via a Layer 3 VPN provisioned during service onboarding
• Scrubbing is signaled via eBGP peering with provider SOC
– Provider will announce /24 (IPv4) subnet globally to draw traffic to the 
scrubbing center and returned to connector/campus
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INTERNET2 VOLUMETRIC DDOS SCRUBBING SERVICE
• Plan to have connections to Internet2 in Ashburn & Los 
Angeles
• Each Subscriber will have access to Security 
Operations Center (SOC), a services portal and a 
L3VPN back to its edge. 
• There is an option for those downstream of a 
Subscriber to become a Tenant and have access to the 
SOC, the services portal and a direct L3VPN back to its 
edge routers for an additional fee. 
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SUMMARY
• Internet2 leadership is committed to appropriately protecting the network
• Security improvements are a high priority
• Key improvements to the security posture have been completed
• Additional improvements underway are on schedule
• When completed, the network will have a security posture determined by leadership 
and will have a sustainable security program in place
 Thank You!
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Questions?
Please take our survey.
 About the CTSC Webinar Series
To view presentations, join the discuss mailing list, or 
submit requests to present, visit:
http://trustedci.org/webinars
The next webinar is August 28th at 11am Eastern
Topic: Improving the Security and Usability of Two-Factor Auth. 
for Cyberinfrastructure with Nitesh Saxena & Stanislaw Jarecki
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